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EXECUTIVE OFFICE OF THE PRESIDENT Execetive Registry

OFFICE OF MANAGEMENT AND BUDGET
WASHINGTON, D.C. 20603 85' 3730X

AUG 04 1986

MEMORANDUM FOR THE _HEADS OF EXECUTIVE DEPARTMENTSlAND Agﬁg%iES
& JRA

FROM: S Pler III

fee#T # —_Record

SUBJECT: 88 Improvements in Management Controls

During the past five years of Reform '88, we have worked
together to make significant improvements in controlling waste,
fraud and abuse. Nearly all agencies have achieved compliance
with tough Government-wide standards necessary to control and
prevent these problems. But we have not done enough.

The Federal Managers Financial Integrity Act (FMFIA) was
passed in 1982 and you have personally signed the report to the
President and the Congress identifying management control
weaknesses as well as the corrections you plan to make. Despite
these advances, many problems continue to exist that are due to
inadequate management control: spare part pricing scandals,
breakdowns in income tax processing, procurement deficiencies, ADP
security failures, grants made for dubious purposes and many more.
All these undermine our credibility with the public and reflect
poorly on our management abilities -- they've been going on for
several decades but must be stopped. These kinds of problems, and
the controls to prevent them, must be brought to your attention
and to your top management's attention.

Therefore, the President's Council on Management Improvement
(PCMI) has reviewed agency implementation of the FMFIA and
submitted a proposed revision to Circular A-123, the implementing
circular for this act. We believe the revision will strengthen
Federal management while reducing costs, eliminating unnecessary
paperwork, and reducing major breakdowns in our management
systems.

We are looking to each agency head specifically to take
charge on implementing these new policies in a manner which will
result in measurable improvements in program management controls.
We expect this year's reports, which are due in December, to
reflect these improvements.

The attached circular encourages more flexible review
procedures of two types. The first is an assessment of the risk
of fraud, waste and abuse, and other losses in both program and
administrative activities. The second is a more detailed review
of higher risk areas to determine whether necessary controls are
in place and working. I would like for each of us also to place a
particular emphasis in the next few years on preventing unauthor-
ized use of confidential information -~ of both manual and
automated files and telecommunications. Maintaining privacy for
U.S. citizens is an important goal of this Administration.
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To ensure the more flexible procedures meet the requirements
of the Integrity Act and the circular, we are asking that each
agency also develop and update annually a five-year plan for
evaluating and improving internal controls. The first such plan
is expected to be based on risk evaluations for all agency
programs and activities and will have to be completed prior to the
December 1987 report under the Integrity Act. Also included is
supplemental guidance on the applicability of the 1982 Internal
Control Guidelines -- I hope it will be helpful in providing the
flexibility necessary to allow internal controls to be made part
of agency management systems.

Again -- I urge that you take the lead personally in your
agency to upgrade and improve substantially your management
controls and make sure that your report this year to the President
and Congress identifies and describes a plan that will reflect the
President's wishes to leave a legacy of good management under the
Reform '88 program.

Attachments

Declassified and Approved For Release 2011/11/09 : CIA-RDP90B01390R000300340052-3



Declassified and Approved For Release 2011/11/09 : CIA-RDP90B01390R000300340052-3

EXECUTIVE OFFICE OF THE PRESIDENT

OFFICE OF MANAGEMENT AND BUDGET
WASHINGTON, D.C. 20803

AUG 04 186

CIRCULAR A-123
Revised

TO THE HEADS OF EXECUTIVE DEPARTMENTS AND ESTABLISHMENTS

SUBJECT: Internal Control Systems

1,

2.

3.

Purpose. This circular prescribes policies and procedures to be
followed by executive departments and agencies in establishing,
maintaining, evaluating, improving, and reporting on internal
controls in their program and administrative activities.

Rescission. This circular replaces Circular A-123, Revised,
“Internal Control Systems,"” dated August 16, 1983.

Background. The Budget and Accounting Act of 1950 requires the
head of each department and agency to establish and maintain
adequate systems of internal control.

The Federal Managers Financial Integrity Act, P.L. 97-255,
(hereafter referred to as the Integrity Act), amended the Budget
and Accounting Procedures Act of 1950 and requires that internal
accounting and administrative control standards be developed by
the General Accounting Office, annual evaluations be conducted by
each executive agency of its system of internal accounting and
administrative control in accordance with guidelines established
by the Director of the Office of Management and Budget; and
annual statements be submitted by the heads of each executive
agency to the President and the Congress on the status of the
agency's system of internal controls.

Policy. Agencies shall establish and maintain a cost-effective
system of internal controls to provide reasonable assurance that
Government resources are protected against fraud, waste,
mismanagement or misappropriation and that both existing and new
program and administrative activities are effectively and
efficiently managed to achieve the goals of the agency. The
system shall comply with the Integrity Act and the internal
control standards developed by the General Accounting Office and
implemented by this circular. All levels of management shall be
involved in ensuring the adequacy of controls. Internal control
does not encompass such matters as statutory development or
interpretation, determination of program need, resource
allocation, rulemaking, or other discretionary policymaking
processes in an agency.

Definitions. For the purpose of this circular, the following
terms are defined:

a. Agency -- any department or independent establishment in the
executive branch.
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b. Agency Component --.a major program, administrative aétivity,
organization, or functional subdivision of an agency.

c. Internal Control Objective -- specific end to be achieved by

control techniques used in a component.  Each objective is to
take into consideration the nature of the component and the
requirements of this circular. Limiting factors such as
budget constraints, statutory and regulatory restrictions,
staff limitations, and the cost-benefits of each control
technique are to be considered in determining desired
internal control objectives. =

d. Internal Control Documentation -- written materials of two i
types. '

(1) s¥stcm documentation includes policies and procedures,
organization charts, manuals, memoranda, flow charts, and
related written materials necessary to describe ,
organizational structure, operating procedures; and
administrative practices; and to communicate responsibilities
and authorities for accomplishing programs and activities.
Such documentation should be present to the extent required
by management to effectively control their operations.

(2) Review documentation shows the type and scope' of review, »
the responsible official, the pertinent dates and facts, the
key findings, and the recommended corrective actions.
Documentation is adequate if the information is understand-
able to a reasonably knowledgeable reviewer. °

e. Internal Control Guidelines -- the guidelines issued by the §

Office of Management and Budget (OMB) in December 1982,
entitled “"Guidelines for the Evaluation and Improvement of
and Reporting on Internal Control Systems in the Pederal
Government,” or as they may be modified subsequently. ‘These
guidelines, present a suggested approach, and should adapted

! to meet the needs of the individual agencies provided that
any such adaptation remains in compliance with this circular.

f. Internal Control Evaluation -- a detailed evaluation of a
program or administrative activity to determine whether
adeguate control technigues exist and iare implemented to

achieve cost-effective compliance with the Integrity Act.
Control evaluations are of two types. - - '
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(1) Internal Control Review is a detailed examination of a
system of internal controls using the methodology specified
in the Internal Control Guidelines. All reviews should
produce written materials documenting what was done and what
was found. See 5(d), Internal Control Documentation. -

(2) Alternative Internal Control Review is a process such as
Circular A-130 computer security reviews, Circular A-127
financial system reviews, Inspector General audits, and other
management and consulting reviews to determine that the
control techniques in an agency component are operating in
compliance with this circular. Such alternative reviews must
determine overall compliance and include testing of controls
and the development of required documentation.

Internal Control Standards -- the standards developed by the
General Accounting Office, and published in "Standards for
Internal Controls in the Federal Government," October 31,
1984. Implementation of the standards should be in
accordance with this circular, consistent with agency needs
for sound cost-effective internal control systems.

Internal Control System -- the organization structure,
operating procedures, and administrative practices adopted by
all levels of management to provide reasonable assurance that
programs and administrative activities are effectively
carried out in accordance with the objectives -of the
Integrity Act and this circular.

Internal Control Techniques -- the management processes and
documents necessary to accomplish an internal control
objective.

Management Control Plan (MCP) -- a brief written plan which
summar izes the agencies risk assessments, planned actions,
and internal control evaluations to be undertaken to provide
reasonable assurance that controls are in place and working
and is used to manage Integrity Act implementation.

Material Weakness -- a specific instance of non-compliance
with the Integrity Act of sufficient importance to be
reported to the President and Congress. Such weakness would
significantly impair the fulfillment of an agency component's
mission; deprive the public of needed services; violate
statutory or regulatory requirements; significantly weaken
safeguards against waste, loss, unauthorized use or
misappropriation of funds, property, or other assets; or
result in a conflict of interest.

Reasonable Assurance -- a judgment by an agency head based
upon all available information that the systems of internal
control are operating as intended by the Integrity Act.
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m. Risk Assessment -- a documented review by management of a

component’'s susceptibility to waste, loss, unauthorized use,
or misappropriation. Risk assessments are of two types:

(1) vulnerability assessments as provided in the guidelines,

and
(2) alternative }ocodurci tailored to agency circumstances.

n. Testing -- procedures to determine whether internal control
systems are working in accordance with management internal
control objectives. ’ v ‘

6. Res onsibility. The head of each agency is responsible for
ensuring that the design, installation, documentation, evalua-

tion, and improvement of internal controls, and issuance of
. reports on the agency's internal controls are in accordance with
the regquirements of the Integrity Act and this circular.

a. A senior official shall be designated in each agency who
shall be responsible for coordinating the overall agency-wide
effort to comply and evaluate compliance with the Integrity
Act and this circular.

b. Heads of agency components are responsible for developing and
administering the systems of internal controls in their
units. This responsibility includes reporting to the agency
head each year on the compliance of the internal control
systems in their component with the requirements of the
Integrity Act and this circular. Quality controls are to be
established to assure the accuracy of reports to the agency
head.

¢. The Inspector General (IG) or the senior audit official where
there is no IG, through a program of audits and investiga-
tions, is an integral part of the agency's internal control
process, Routine evaluations of internal controls should be
included within the scope of internal audits and reflected in
the resultant reports. The reports are to be included within
the sum of all information available to managers for their
consideration in making the reasonable assurance determina-

tion for use in the annual internal}control statement.

d. 1In addition, the IG or senior audit official should be
consulted in the internal control process. The IG should
provide technical assistance in the agency efforts to
evaluate and improve systems affected by this circular, and
may advise the agency head whether the agency's review and
evaluation process has been conducted consistent with this
circular. Consultation and the provision of technical advice
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by the IG during agency planning efforts should not preclude
the IG from independently making any reviews or audits or
otherwise limit the authority of the IG.

7. Objectives of Internal Control. The objectives of internal

control apply to all program and administrative activities.
Internal control systems are to provide management with
reasonable assurance that:

a.

b.

d.

Obligations and costs comply with applicable law.

Assets are safeguarded against waste, loss, unauthorized use
and misappropriation.

Revenues and expenditures applicable to agency operations are
recorded and accounted for properly so that accounts and
reliable financial and statistical reports may be prepared
and accountability of the assets may be maintained.

Programs are efficiently and effectively carried out in
accordance with applicable law and management policy.

8. Required Agency Actions. Each agency shall meet the following

requirements in a cost-effective manner.

-

Maintain a current internal control directive assigning
management responsibility for internal controls in accordance
with this circular and the Internal Control Guidelines with
the following provisions. Provide for coordination on
internal control matters among the designated internal
control official, heads of agency components, program
managers and staffs, and the IG office or its equivalent,
Establish administrative procedures to enforce the intended
functioning of internal controls. Require per formance
agreements, for each Senior Executive Service and Merit Pay
or equivalent employee with significant responsibility for
internal controls, which result in recognition for positive
internal control accomplishments such as timely correction of
internal control weaknesses and appropriate action for
violations of internal controls.

Develop a Management Control Plan (MCP) or plans to be
updated annually. The primary purpose of an MCP is to
identify component inventory, to show risk rating of
component (high, medium, low), and to provide for necessary
evaluations over a five-year period. Material weaknesses and
other areas of management concern may also be monitored
through the plan. High risk components and material
weaknesses must be acted upon during the first year of the
plan. The plan should be based upon the schedule of actions
in each major component, and identify the senior managers
responsible. Management should utilize the plan for
monitoring progress and ensuring that planned actions are in
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fact taken. MNCP's are intended to 'be part of each agency's

overall planning process and at' a isinimum should be linked to

activities under A~127 and A<130. “'Phe first MCP should be

issued and in effect by December 31, 1987. o
C. Make risk assessments ‘to identity potential risks in agency
operations which requiré corrective  sction or further
investigation through internal control evaluations or other
actions. These may follow the vulnerability assessment _
procedures in the Internal Control Guidelines of' may be based
on a systematic review building on management's knowledge,
information obtained fril managément reporting systems,
previous risk assessments, audits, etc. H&nhdaiznt‘ihould
update its risk assessment of agency components at least once
every 5 years and‘aﬁ"igzpr changes occur. Risk assessment on
new ot substantfally reévised pro ams should occur as part of
planning for implementation and the results reflected in the
MCP. ' Risk assessments are to be considered as part of
developing the MCP.

d. Make internal control evaluations using the procedures in the
Internal Control Guidelines or alternative reviews to deter-
mine whether the internal control system is effective and is
operating in compliance with the Integrity Act and this
circular. These reviews should identify internal controls
that need to be strengthened or streamlined, The composite
of all information that management relies upon.to judge their
systems effectiveness must include information on the results
of tests of their operating internal control systems.

e. Implement corrective actions identified by agency internal
control evaluation efforts on a timely basis. A formal
followup system should be established that records and tracks
recommendations and projected action dates, and monitors
vhether the changes are made as scheduled, . The tracking
system should be made part of broader agency management

reporting systems‘qhenevbr feasible,

5. Reporting. By December 31 of each year, the head of an agency
subject to P,L. 97-255 (31 U.S.C. 3512) shall submit a statement
to the President and to Congress as of the close of the fiscal
year: stating whether the evaluation of internal controls was
conducted in accordance with this circular, and whether the
agency's system of internal controls taken as a whole complies
with the standards developed by the General Accounting Office
and impleémented through this circular and provides reasonable
assurance that programs are e:iettngl¥ carried out in
accordance with applicable law; reporting the material
weaknesses, if any, in the agency's system of internal controls,
however identified; and containing a plan for correcting
material weaknesses.
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10.

Instructions to be followed in preparing this report will be
published in supplemental guidance provided by OMB.

Effective Date. This circular is effective upon publication.

11. Inquiries. All questions or inquiries should be addressed to the

12.

Financial Management Division, Office of Management and Budget,
telephone number 202/395-3993,

Sunset Review Date. This circular shall have an independent
policy review to ascertain its effectiveness three years from the
date of issuance.
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Inﬁernal Control Guidelines

This supplement to the 1982 Internal Control Guidelines is
intended to clarify their applicability and to assist agencies in
determining risk of fraud, waste, and loss; and rapidly
identifying and correcting material weaknesses in management
controls.

Compliance with the Internal Control Guidelines is not
mandatory, provided agencies adopt alternative procedures of
equivalent efficacy. These agency procedures must determine
relative risk of fraud, abuse, and other losses in agency programs
and administrative activities; and also identify and correct
material weaknesses in agency internal control systems.

Since agency managers have the responsibility for improving
controls, Circular A-123 requires the use of a management control
plan to ensure efficient procedures, integration with other
management processes, and compliance with the circular.

Management Control Plans (MCPs)

Each agency is required by Circular A-123 to develop a
five-year MCP to plan and direct the process for reviewing risk,
and identifying and correcting material weaknesses in internal
control systems. Because the MCP is primarily a document to
manage overall agency efforts under the circular, superfluous
detail should be avoided. MCPs must involve senior managers.

MCPs should fully utilize managerial knowledge and judgment within
a simple, structured process featuring clear, reasonably complete
documentation.

Items to be included in the MCP include all components in the
inventory, the name of the official responsible for Circular A-123
compliance within the component, management's assessment of the
relative risk of the component, year reviews of component internal
control systems are planned to be completed. Material weaknesses
identified, year identified, and year corrected or scheduled for
correction may also be included.

Though the MCP should be updated annually, a complete new MCP
is not required. An example of an MCP is attached.
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Alternative Internal Control Reviews
M

In order to streamline the process of reviewing internal .
control systems and to better involve program and ministrative
managers, Circular A-173 encourage¥ agencles to use ‘alternatives
to the internal control review process specified in the Internal
Control Guidelines.

~The requirements that ACIRs must meet include compliance with
Circular A-123, and sample ‘testing of controls in operation.. In
responding to these reguirements, agencles may use questionngires,
checklists, model control systems, and s0 on. In part. these
requirements may- be met by using u‘i{f&m AQONCy management
reporting and review processes -- includihg reviews made under OMB
Circulars A-76, A-127, and A-130; as well as reviews, audits,

- management studies, and consultant studies. i :

2
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United States Department of the Interior

BUREAU OF MINES
T~y 2401 E STREET, NW.
OFFICE OF THE DIRECTOR WASHINGTON, D.C. 20241

February 14, 1986

Memo randum

To: Assistant Secretary

From: Director, Bureau of Mines
Subject: Management Evaluation Plan 1986

The attached Management Evaluation Plan for 1986 has been prepared in
accordance with instructions provided in your memorandum of January 10, 1986.

The process used at the Bureau of Mines complies with recommendations made by
the Office of the Inspector General (0IG) in Memorandum Audit Report
E-MO-MOA-10-85-B, "Comments on Statements and Reports Prepared by the U.S.
Geological Survey and Bureau of Mines for Fiscal Year 1985 Under the Federal
Managers Financial Integrity Act of 1982"; and commitments made in the Bureau
response of December 18, 1985, to the audit report.

The procedure used in the assignment of risk and the development of the
Management Evaluation Plan are described in Attachment II to this memorandum.
Several changes have been made in the Inventory. They include:

1. Addition of three components that were recommended in the OIG report
Division of State Activities, the adjudication process of the Office of Equal
Employment Opportunity, and Mineral Institutes Program. The State Activities
Program was a component prior to 1984 when the organization was called Office
of State Liaison. The Office of Equal Employment Opportunity adjudication
process, and the Mineral Institutes Program are new programs.

2. Deletion of the Grants and Cooperative Agreements component because
the grants activity is part of the Mineral Institutes Program and will be
reviewed with that component, and the Bureau does not have any cooperative
agreements.

The 0IG report also recommended component status for the Office of Technical
Information, the Office of Congressional Liaison, the Senior Advisory Staff,
and the Special Projects Staff, The functions of these organizations were
analyzed to detemine whether they qualify for component status. The OMB
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guidelines specifically exclude fram component status statutory development or

interpretation, determination of program need, and other di scretionary policy-

making processes in an agency. The grgaeizations proposed for component status

by the 0IG perform staff functions that qualify for exemption and therefore

were not included in the inventory.

We will be pleased to provide any additional information that you may require.

Director

Attachments
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MEPSUM

Bureau of Mines

Department of the Interior
1986 Management Evalustion P
1986 through 1988

lan

Attachaent I
2/14/86

Risk Rating Previous Evaluations Planned Evaluastions Responsible Official/
No. Component Prior Current Year Type Year Type Coaments
1 | Accounting/Finance | High | High | 1985 | AICR | 1986 | AICR | Sykes
.2 ] Cash Management | High | High | 1985 | AICR ] 1986 | AICR | Sykes
3 | Debt Collection | High | Medium | 1985 | AICR | 1986 | AICR | Sykes
4 | Travel | High | Medium 1 1983 | n.a. | | | Sykes
5 | Adwin.Control of Funds | Low | High | 1983 | AICR | | | Donahue
6 | ADP Computer Center | High | High | 1984 | AICR | 1986 | AICR | McCormick
7 | ADP Syst.Dev.& Design | Low | Medium | 1983 | AICR | | | McCoxrmick
8 | Grants & Coop.Agreements | Low | Deleted | 1983 | n.s. | Deleted | | Grants are under Min.Inst.
9 | Acquieition Management | High | RHigh | 1985 | AICR | 1986 | AICR | Dosois
10 | Property Management | #igh | High ] 1985 | AICR | 1986 | AICR | Alexender
11 | Papervork & Records Mgmt. | Low | Medium | 1983 | n.s. ] ! | Alexander
12 | Telecommunications | Low | Low | 1983 | n.a. | Deleted | | Alexander
13 | Space Msnagement | Low | Low | 1984 | AICR | ! | Alexander
14 | Safety Management | Low | Low | 1984 | n.a. | 1986 | AICR | Pritchard
15 | Acq.& Use of Reprod.Equip. | Low | Low | 1984 | AICR | Deleted | | Schreck
16 | Printing & Publication | Low | Medium | 1983 | n.a. I | | Schreck
17 | Personnel Management | High | Medium | 1985 | AICR I 1986 | AICR | Peterson
18 | A-76 | New | High | New | New | 1986 | AICR | Maust
19 | Security Management | Righ | Low | 1982 | n.a. | | | Maust
20 | Helium Operations | Low | Medium | IC review| 1 1986 | AICR | Sonnek
21 | AMIS | Low | See Note | 1983 | ICR | | I
22 | Domestic Data | Low | Low | 1984 | ICR I I |
23 | Internstional Minerals ! Low | Low | 1984 | ICR | | |
24 | Min.& Materisles Research | Low | Low | 1985 | ICR | | I
25 | Mining Research | Low | Low | 1985 | ICR | | | Torshey
26 | Mineral Lsnd Assecsments | Low | Medium | ] | 1987 | 1ICR | Gibbe
27 | Minerels Availabilirvy | Low | Medium | I | 1986 | ICR | Marovelli
28 | Minersl Policy Analysis | Low | Low | | | 1987 | ICR | Rogich
| I [ I | | ! |
1G1 | Div, of State Activities | Low | Low | * 1984 | | 1988 | ICR | 0IG E-~-MO-MOA-10-85-B
162 | Technicel Information | None | N. A, | | } N. A. | | 0IG B-MO-MOA-10-85-B
IG3 | Equal Employment Opportunity] " | Medium | =~ I | 1988 | AICR | 0IG B-MO-MOA-10-85-B
1G4 | Congressionsl Liaison ] " | N. A, | | | N. A. | | 0IG E-MO-MOA-10-85-B
IGS | Senior Advisory Staff | " | N. AL | | | N. A, | | 01G E-NO-MOA-10-85-B
IG6 | Mineral Institutes I " | Medium | e ] | 1988 [ ICR | 0IG E~MO-MOA-10-85-B
167 I - | N. AL | ! | N. A | | 016 E~NO-NOA-10-85-3
I | I I I

| Special Projects Staff
| .

* Division of State Activities was removed from the inventory in 1984, It is
being reinstated because of the recommendstion of the OIG combined with
the revised criteria provided by PFM.

#*EEO is a new component

added ot the recommendation of the 0IG.

The

adjudication process vas identified by the OIG as an operational function

thet should be reviewed.
#es0ffice of Minerals Institutes is a new component, added at the recomumen-—

dation of the 0IG. Program meets the revised criteria which provides the basis for

removing the o0ld component Grants & Cooperative Agreements.

Note: AMIS is currently under reconfiguration and review and will continue to
be for several months. This component cannot be given an assessment until
the plan that is now being developed has been completed.
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Attachment 11

Procedure Used in Developing the 1986 Management Evaluation Plan

During the period January 15-24, 1986, the Internal Control Coordinator
reviewed past Internal Control Reviews, Vulnerability Assessments, Audits,
Reports, and the Component Inventory within the framework of the 1986
Management Evaluation Plan (MEP) Instructions provided by the DOI Office of
Financial Management (PFM). The criteria provided by PFM were reviewed for
applicability to the various components and modified as appropriate.
Recommendations in the Office of the Inspector General (0IG) report on the 1985
process were built into the process for developing the 1986 MEP,

On January 27, 1986, a meeting was held with the Director, Deputy Director,
Assistant Director--Finance and Management, and Internal Control Coordinator to
discuss: changes in the 1986 process for internal control reviews; how the
streamlining would affect the Bureau; the most effective way of conducting the
risk assessment; developing the plan; and scheduling of the 1986 reviews and
training. For the seven organizational entities proposed for component status
by the Inspector General, it was decided that a meeting should be held with
each manager to review the organization against the PFM criteria for risk and
to assess whether there are operational activities that meet the criteria for
component status,

On January 28 - February 13, 1986, meetings and conferences were held with the
Internal Control Coordinator, each Assistant Director, each Division Chief and,
where appropriate, staff persons responsible for the conduct of internal
control reviews.

Components in the previous inventory were given a risk assessment and scheduled
for review as appropriate. The seven proposed camponents were examined, and it
was detemined that the Division of State Activities, Office of Equal
Employment Opportunity, and Office of Mineral Institutes have operational
functions that should be subject to an internal control review. The Office of
Technical Information, Office of Congressional Liaison, Director's Senior
Advisory Staff, and the Special Projects Staff of the Assistant Director--
Mineral Data Analysis all perform mostly staff and/or policy analysis

functions that exclude them from component status, according to definitions
provided by OMB,

In assigning level of risk, the following additional criteria were used: (1)
interactions with other organizations in such a way that the ability of either
organization to accomplish its mission could be adversely affected by actions
of the other, (2) degree of impact the program might have on resources of the
Bureau as a whole, (3) size and scope of the program, and (4) congressional
interest in the program.

Although no component material control weaknesses were identified as a result

of this process, it should be noted that risk assessment ratings appear to be
more realistic than those assigned in the past. Managers judged the risk
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Page 2 of Attachment 11

potential using weighting factors in making their risk assessments that were
tailored to their program. Some camponents that had received a LOW rating
under the old system were given a MEDIUM rating under the new system. Also,
some of the functional caxonem that had received a HIGH ratf: under the old
system were given either MEDIUM or LOW ratings this time.

Details of the risk assessments for each of the components are available from
the Bureau's Internal Control Coordinator,

The Director will present the final ratings and the schedule for 1nternal
control reviews over the next three ,}gars to,the Assistant Directors and
Division and Office Chiefs at a staff meeting Tuesday, February 18, 19 The
Director of the Office of Financial Management is expected to attend the
meeting and discuss the revised and streamlined procoduns.
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